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Overview of Industrial Automatic Micro-Processor Control Systems

[ Controller System for Industrial Automation | oS

www.pacontrol.com
The element linking the measurement and the final control element is the controller
Before the advent of computers, the controllers are usually single-loop PID controllers.
These are manufactured to execute PID control functions. These days, the controllers

can do a lot more however easily 80 to 90% of the controllers are still PID controllers.

VO Moduies Processor Cards

Power Supply Units
Analogue vs Digital Controllers

It is indeed difficult to say that analogue controllers are definitely better than digital
controllers. The point is, they both work. Analogue controllers are based on mechanical
parts that cause changes to the process wvia the final control element. Again like final
control elements, these moving parts are subjected to wear and tear over time and that

causes the response of the process to be somewhat different with time.
controllers control continuously.

Digital controllers do not have mechanical moving parts. Instead, they use processors
to calculate the output based on the measured wvalues. Since they do not have moving
parts, they are not susceptible to deterioration with time. Digital controllers are not
continuous. They execute at very high frequencies, usually 2-3 times a second.

Analogue controllers should not be confused with pneumatic controllers. Just because a
controller is analogue does not mean it is pneumatic. Pneumatic controllers are those
that use instrument air to pass measurement and controller signals instead of electronic
signals. An analogue controller can use electronic signals. Compared to pneumatic
controllers, electronic controllers (can be analogue or digital) have the advantage of not

having the same amount of deadtime and lag due to the compressibility of the
i i Free Download!
nsk e Right-mouse click and select 'Save Target As ..." Process Control Systems T 1.75mb

[Basic Process Control Systems BPCS]

Analogue

Distributed Control System (DCS

The is a control system which collects the data from the field and decides what to do with them. Data
from the field can either be stored for future reference, used for simple process control, use in conjunction
with data from another part of the plant for advanced control strategies.

What must be in the DCS for it to be able to do so much?
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Operator Console OC

These are like the monitors of our computers. They provide us with the feedback of what they are doing in the
plant as well as the command we issue to the control system. These are also the places where operators issue
commands to the field instruments.

Engineering Station ES

These are stations for engineers to configure the system and also to implement control algorithms.

History Module HM

This is like the harddisk of our PCs. They store the configurations of the DCS as well as the configurations of
all the points in the plant. They also store the graphic files that are shown in the console and in most systems
these days they are able to store some plant operating data.

Data Historian DH

These are usually extra pieces of software that are dedicated to store process variables, set points and output
values. They are usually of higher scanning rates than that available in the history module.

Control Modules CIVI

These are like the brains of the DCS. Specially customized blocks are found here. These are customized to do
control functions like PID control, ratio control, simple arithmetic and dynamic compensation. These days,
advanced control features can also be found in them.

/0

These manage the input and output of the DCS. Input and output can be digital or analogues. Digital I/Os are
those like on/off, start/stop signals. Most of the process measurements and controller outputs are considered
analogue. These are the points where the field instruments are hard-wired to.

All above mentioned elements are connected by using a network, nowadays very often used is Ethernet.

The practical and technological boundaries between a Distributed Control System DCS, Programmable Logic
Controller PLC and Personal Computer PC control are blurring. Systems traditionally associated with process
control are being used in discrete applications. Likewise, traditionally discrete solutions are used increasingly in
both batch and continuous process control.

Today's control hardware are constructed from many of the same standard industry components such as Intel
processors. Therefore the only real difference between control systems is at the software level.

Lo lial) asail) alail Adpdai AL
ABB Industrial IT - Advant Master DCS

Advant OCS (Open Control System) is an ABB solution for Y I
operators to improwve their manufacturing productivity and §
achieve sustainable competitive advantages.

In 1992, based on the success of the Master systems in the
80's, the Master system began its ewvolution to Advant OCS. This
evolution introduced high capacity controllers and I,/0 with an
improved redundancy scheme. Also included were modern LIMNIX o
workstations, and in 1996 S800 IS0 was added providing AS88 Adwvant Master Corirod
modular flexible remote I/0. Swysterms
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In 2000, Advant OCS with Master Software began its next step
in the evolution process with the introduction of Industrial IT
enabled products. ABB's commitment to protecting vyour
investment continues with these enhancements by providing
connectivity to our latest control offering.

A versatile and complete range of process I/0 systems within
the Advant family enables optimal user configurations:

510010 - A rack-based /O system for AC400 controllers
Se001I/0 - A rack-based I/0 system for AC100 controllers
SB00ISO - A highly modularized and flexible I/0-system
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Mumerous characteristics and functions facilitate and improve
operation, monitoring, and reengineering of each process in a
company. 800xA Operations (Process Portal) and the proven
AdvaCommand for Unix solution (based on HP-UX) are available
as an operator station for Advant OCS with Master Software.

The intuitive operator software provides consistent access and
interaction with data from multiple control and I/0 to plant and
enterprise information.

Honeywell Experion™ Process Knowledge System (PKS] <. ‘Jm e *ﬁ

is Honeywell's unified system for process, business,

Experion
manufacturers

and asset management that helps industrial
increase their profitability and productivity.

Experion takes customers well beyond Distributed Control
System (DCS5) functionality with an advanced automation
platform solution and innovative application integration to

improve business performance and peace of mind. And there's
no need to worry about upgrading from TDC 20006E, T 30000
or TotalPlant®E Solution [(TPS).

The unique, patent pending design of Series C combines sleek
styling and function to provide process SO with reduced
footprint, easier installation and maintenance, and longer life.
The Series C form factor benefits extend to multiple modules,
such as the Series C C300 Controller, the Fieldbus Interface
Module, the Control Firewall, and HART analog modules.

S i
P&

Honeywell - Experion

The Control Execution Environment (CEE) is the common core
software used in the wvarious controllers supported by
ExperionTM. This includes the C200 Process Controller, the C300
Process Controller, the Application Control Environment (ACE)
and the C200 Simulation Environment (SIM-C200). The CEE
provides an execution and scheduling environment where
control strategies are configured from a rich set of standard and
optional function blocks using a single builder tool, Control
Builder.

Function blocks are grouped and wired together in a container fx
perform a specific control function such as a wvalve contro
strategy. The Control Execution Environment {CEE) supports twe
types of containers: the Control Module in which continuous anc
discrete controls are combined; and an SCM, which is used fo
sequence control. Function blocks support the complete contro
application range, such as continuous, discrete and batct
control.

Emerson Process Management /7 I:I'-elta‘lu"l

Crelta™s is the creation of Emerson

technological innowvators.,
box" Tthink tank o Bouild =
integrate and leverage tbtodawy's digital
technological
process industries.

The name Delta'w
acceleration: dw/dt, the change
tirme. The Delta system makes planning.,
Ccommissioning, training, operating,

plant performance.

The DeltaV system scales the complete range of applications
from an isolated process area to a complete plant-wide
automation systerm. Whether you need tens of I/O or tens of
thousands of I/0-any size you want! The DeltaV system
provides all the tools to manage your process easier than ever
before.

The complete family of controllers is available to power your
most advanced control strategies. Full controller and power
supply redundancy is available for wyour mission-critical
applications. The controller and I/0 sub-system is rated for
Class I, Division 2 and Zone 2 environments to reduce your
installation costs.

DeltaV' workstations are based on the latest Intel-based

Process
wiho worked im an off-site
automation
wrorld
innowvations to make a walus

is derived from the enginesering equation for
in welocity ower the change
engineering, installing.
&
process EASY, which acocelerates your success in

Management's
"out-of-the-

swstermm that could
and cutting-edge
step-change in the

in

maintaining WO Lr

improwving your Emersorry — Delfta

Hybriad Systermns
microprocessors running the Microsoft Windows XP /Windows
2003 operating system. A complete range of applications is
provided to cover system configuration, operator interface,
engineering, maintenance, and integration functions.

The DeltaV control network—a high-speed Ethernet LAN—
provides system communications and connects the wvarious
systerm nodes. The control network can be fully redundant.
DeltaV remote services extend the operations, engineering,
and diagnostic applications across your enterprise network.
Unlike PLC/HMI solutions, the completely integrated DeltaV
system features a single database that coordinates all
configuration  activities. Systerm  configuration is  globally
distributed in the run-time environment.
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[Programmable Logic Controller PLC]|

A PROGRAMMABLE LOGIC CONTROLLER (PLC) is an industrial computer control system tha
continuously monitors the state of input devices and makes decisions based upon a custom program, tc
control the state of dewvices connected as outputs.

Almost any production line, machine function or process can be automated using a PLC. The speed anc
accuracy of the operation can be greatly enhanced using this type of control system. But the bigges
benefit in using a PLC is the ability to change and replicate the operation or process while collecting anc
communicating vital information.

A PLC consists of following main parts:
What 1= a PLC Input/ ot eur  PLC Operations consist of four steps

\“"-. A INPUT
. e Sensing Devices Valves 1. Input Scan: Scans the state of the Inputs
H rgggg;'ng 1 \®/ Senes Sna Pushbumens = =neidl= 2. Program Scan: Executes the program logic
E"' T u ro»irmi eEnNnsars . . ; .
5 Unit - —/O\— it Sritehes Actustors 3 DutputScan. Energize/de-energize the outpul
$ 1 f— pressure Switches Pumps 4. Housekeeping
_ Screws termimnals-,
FLC - System For impot lineo EE=X=Y=T=T=Y=Y=y=1
Overview 5 [ N
= | Input Frocessing | I
= = Clrcu:t
S | swpply ' |
L ] =
o Cormrmuy m % cCFU I
nication = I
I |E>{pansi0n| _ I
Connection ] Cutput Frocessing |
l Circuit J
—= |
P for PLC ) =L
Brograrming = poit i el BN (=Y =ToTeToT=YoT=Y=

Free PLC Programming Tutorial and Examples Each of the command instructions include information o
Web site contains general information about PLC Command Instructions and explains - specifications for the instruction

how they function in your application program. These Commands are based on Allen - How to use the instruction

BradIE?'S SLC-500 PLC and their RSLUgl){'SDD Software. - An Example program application

The following support materials are available as free downloads in PDF format from the PLC website http://www.industrialtext.com

PLC Primer [ 252K PDF file])

For those new to PLCs--Grasp the basics of PLCs

FPFrogramming and Documentation Pads (ALL) (F20K PDF file)

These useful PLC listing pads allow you to implement better PLC design implementations and keep ar
orderly documentation system. Select a PDF with all listing and sample pads or individual listings witlk
samples (belaw]

PLC Program Listing (184K PDF file)

Input/Output Listing (200K PDF Tile)

Register-Word,/Internal Output Usage Listing (196K FPLIF file)

PLC Automation Project Motes (168K PDF file)

PLC Slossary of Terms (92K PDF file)

A complete glossary of the most often used terms in PLC systems

Logic Symbols, Truth Tables and Equivalent Laddery/FPLC Logic Diagrams (20K PDF file])

Handy table of eguivalent electromechanical ladder diagram and PLC symbols

Electrical Relay Diagram and P&ID Symbols (88K PDF file)
Reference table of relay and PAID diagram symbols used in design

What is PLC Ladder Logic?

Rockwell Automation AB - SLC S00 PLC
The SLIZC 500 family is a growing family of small programmable
controllers built around two hardware options: a fixed controller
or a modular controllerr The modular controller offers wou
maximum flexibility in system configuration. Wth its multiple
processor choices, numerous power supply options and
extensive I,/0O capacity, the modular SLC 500 controller allows
wou to create a system specifically designed for your application.
The fixed controller provides the power supply, inputs and
outputs, and processor in one unit. It also offers a 2-slot
expansion chassis for increased flexibility. The programming

1r:-|DDI5 and rru:u_st I;yO modules are cDrnpatiI':!Ie between the two A.I'.I'-E.I".I-.E.I"ﬂ-ﬂ'.l'-E'}"
ardware options, so wou can cost effectively solwe a broad
range of applications. S5LC 500 Processors
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PLC-5 J 17F7F1 Controller Sywstermnm

PLC-5 processors are awvaillable inm o a large ranmnge of Forcible IS0
(S12 maximum throoagh Z072 maximuam) and maxirmourm uaser
mermory (S throuogh 100K words). &l are capable of controlling
remotely -located IS 0.0 The maxirmuourm number of IS0 locations
ranges from S through 1250

A PLC-5 processor commuunicates across the 1771 backplane to
1771 IO modules in the chassis in which the processor resides.
A PLC-5 processor Ccan commuunicate with IS0 across a DewvicelNMeaet
or Universal Rermote I/ O liriks o Selected moadels of PLC-5
processors Ccan Ccommunicate with I/y)O across a ControlNet or
Extended Local IO link. I/i7 adapters for 1771 I)0 are available
for ContraolMNet, Universal Remots IS0, and Extended Loocal IO
links. Se=eneral Ccormmunication messages Ccan be sent from or
received by PLC-5 processors across DewvicelMet, ControlNet, or
Ethermnet nmnetworks, as well as Data Highwaywy Plus, RS-232-0C,
R=E-422-8_, or RES-423-48 networks. You can add a DewvicelMNet port
to any PLC-5 processor with a 1771-SDMN scamnmner module. Each
Ethermnet PLC-5 processor has an on-board Ethernet port, and
wiou can add an Ethernet port to any PLC-5 processor with a
1 785-ENET Ethermnet Interface Module.

Siemens Simatic PLC"s - Simatic S7
SIMATIC s7 lets wiou implement an
technologies with integrated solutions.

It is easy to parameterize functions in the TIA range,
interactive screen forms embedded in STEP 7.

The STEP 7 basic package already includes blocks for control
tasks. These blocks can be loaded onto any CPU. In the field of
miicroautomation, STEP 7-Microy/WIMN also offers a user-friendly
assistant for programming technological functions.

For the count, measure, control and position processes, there
are CPUs awvailable featuring the technological functions as an
integral part of the operating system.

The technological tasks are executed by way of the
outputs directly integrated on the CPLL.
The Technology CPUs 3215T and 31771
PLCopen-certified technology and motion control
into the standard SIMATIC CPLU.

l %‘ 1
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Allen-Bradley
PLC-5 Family

array of different

using the

inputs and

integrate performant
functions right

Siemens Simatic 57-300

Simatic ET2005

SIMATIC ET 2005 is the distributed [/O station that guarantees
lasting savings in life-cycle costs with the highest flexibility.
Installation couldn't be easier and the bit-modular design of the
ET 2005 enables multifunctional use of the station.

The multifunctional ET2005 c¢an now communicate over
PROFINET as well as over PROFIBUS, giving the proven and
field-tested I/0 station all the advantages of Ethernet
communication. PROFIBUS-DP is the fastest, most standardised
network at field level. It has been standardised in accordance
with the European Morm EN 50170. PROFIBUS is completely
integrated in the new SIMATIC world, both in terms of hardware
and software.

Modules for the ET 2005 include power modules, digital o
analog input and output modules, technology modules and moto
starters. The ET2005 is also equipped for fail-safe signa
modules and motor starters. Completely new is the ET 200%
frequency converter, which makes it possible to perform
variable-speed drive tasks for up to 4 KW power.

The 5IMATIC ET 200 distributed I/0 system makes it possible tc
connect digital and analog inputsfoutputs with the centra
controller. ET 200 also allows to use intelligent IO maodules ir
distributed configurations.

Terminal modules with FastConnect technology that needs no
stripping of cables help minimize rewiring time.

Siemens PLC Training - Step 7
Siemens PLC Training - PCS 7
Siemens Simatic HMI WinCC

Siemens Simatic Hardware and
Software Configuration

SFErmernts Sirma tic E T 2007

Supervisory Control And Data Aquisition SCADA

Following we describe the SCADA systems in terms of their architecture, their interface to the process
hardware, the functionality and the application development facilities they provide.

SCADA systems have made substantial progress over the recent years in terms of functionality, scalability,
performance and openness such that they are an alternative to in house development even for very
demanding and complex control systems.

What does SCADA mean?

SCADA stands for Supervisory Control And Data Acquisition. As the name indicates, it is not a full control
system, but rather focuses on the supervisory level. As such, it is a purely software package that is positioned
on top of hardware to which it is interfaced, in general via Programmable Logic Controllers (PLC's), or other
commercial hardware modules.

Tel: 35678600/35678729 Mob:01002861989
accvlab@gmail.com |www.acc-vlab.cu.edu.eg
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SCADA systems are used not only in industrial processes: e.g. steel making, power generation (conventional
and nuclear) and distribution, chemistry, but also in some experimental facilities such as nuclear fusion. The
size of such plants range from a few 1000 to several 10 thousands input/output (I/0) channesls. Howewver,
SCADA systems evolve rapidly and are now penetrating the market of plants with a number of I/;O channels of
several 100 thousands I/O's

SCADA systems used to run on DOS, WMS and UNDIX; in recent years all SCADA vendors hawve mowved to NT,
Windows XP, Windows Server 2003 and some also to Linux.

Scada_Animation.ogv

INFEED (PADDLE) CONVEYOR

Client Client Dedicated
| | Server

L |

I 1
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| | | |
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Figure 1: Typical Hardware Architecture
1. Architecture

This section describes the common features of the SCADA products.

Hardware Architecture

One distinguishes two basic layers in a SCADA system: the "client layer” which caters for the man machine
interaction and the "data server layer” which handles most of the process data control activities. The data
servers communicate with devices in the field through process controllers. Process controllers, e.g. PLC's, are
connected to the data servers either directly or via networks or fieldbuses that are proprietary (e.g. Siemens
H1), or non-proprietary (e.g. Profibus). Data servers are connected to each other and to client stations via an
Ethernet LAN.

Software Architecture
The products are multi-tasking and are based upon a real-time database (RTDB) located in one or mor

servers. Servers are responsible for data acquisition and handling (e.g. polling controllers, alarm checking
calculations, logging and archiving) on a set of parameters, typically those they are connected to.

SCADA Clhient

Graphics Tren. Active X | | 3rdParty

e E clitor H I ding Alarm Log C ontrols Applic.
. [ Diisplay Display
File | I
E ditor Library | Active X Container
I Client ' Server Publish J |Subscribe| - TCFP/AFP

SCADA

Develop t. Recipe SCADA|Server
ASCII Ermviron DB RT & Ewvert Ma.na?r
Files . D ata L I I

Export Fecipe Report .

P Managt | | l:troces- Gener. Alarm Log Ar chdwe
Illl.‘pl:lf‘l. S11 I 1 L 1
RT .
= ot e rcial Ref. DE H SQL Alarm DB Log DB Archiwe DB
DB B DB B | T I T I
E: | | ODBC |
-tﬂ' I I 1
' pan | | DOE. |
' om mercial R.AAT | APLDLL I I
D ewelopt Diriwrer 1 e —1
tools Toolkit Diriver O Pc | Private EXCEL
I I 2pplication

@@ @S

Figure 2: Generic Soffware Architecture

Howewer, it is possible to have dedicated servers for particular tasks, e.g. historian, dataloegger, alarm handler.
The figure above shows a generic SCADA software architecture.
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[Communications |

Internal Communication:

Server-client and server-server communication is in general on a publish-subscribe and event-driven basis
and uses a TCP/IP protocol, i.e., a client application subscribes to a parameter which is owned by a particular
server application and only changes to that parameter are then communicated to the client application.
Access to Devices

The data servers poll the controllers at a user defined polling rate. The polling rate may be different for
different parameters. The controllers pass the requested parameters to the data servers. Time stamping of
the process parameters is typically performed in the controllers and this time-stamp is taken over by the data
server. If the controller and communication protocol used support unsolicited data transfer then the products
will support this too.

The products provide communication drivers for most of the common PLC's and widely used field-buses, e.qg.,
Meodbus., Some of the drivers are based on third party products (e.g., Applicom cards) and therefore hawve
additional cost associated with them. VME on the other hand is generally not supported.

A single data server can support multiple communications protocels: it can generally support as many such
protocels as it has slots for interface cards.

The effort required to develop new drivers is typically in the range of 2-6 weeks depending on the complexity
and similarity with existing drivers, and a driver development toolkit is provided for this.

Application Interfaces / Openness:

The provision of OPC client functionality for SCADA to access devices in an open and standard manner is
developing. There still seems to be a lack of devices/controllers, which provide OPC server software, but
this improves rapidly as most of the producers of controllers are actively involved in the development of
this standard.

The products also provide an Open Data Base Connectivity (ODBC) interface to the data in the
archive/logs, but not to the configuration database, an ASCII import/export facility for configuration data,
a library of APIs supporting C, C++4, and Visual Basic (VB) to access data in the RTDB, logs and archive.
The API often does not provide access to the product's internal features such as alarm handling,
reporting, trending, etc.

The PC products provide support for the Microsoft standards such as Dynamic Data Exchange (DDE)
which allows e.g. to visualize data dynamically in an EXCEL spreadsheet, Dynamic Link Library (DLL) and
Object Linking and Embedding (OLE).

Database

The configuration data are stored in a database that is logically centralised but physically distributed and
that is generally of a proprietary format.

For performance reasons, the RTDB resides in the memory of the servers and is also of proprietary
format.

The archive and logging format is usually also proprietary for performance reasons, but some products do
support logging to a Relational Data Base Management System (RDBMS) at a slower rate either directly
or via an ODBC interface.

Scalability is understood as the possibility to extend the SCADA based control system by adding mors
process wvariables, more specialized servers (e.g. for alarm handling) or more clients. The product:
achieve scalability by having multiple data servers connected to multiple controllers. Each data serve
has its own configuration database and RTDB and is responsible for the handling of a sub-set of ths
process variables (acquisition, alarm handling, archiving).

Redundancy

The products often have built in software redundancy at a server level, which is normally transparent t«
the user. Many of the products also provide more complete redundancy solutions if required.

[ 2. Functionality
Access Control

Users are allocated to groups, which have defined read/write access privileges to the process parameter
in the system and often also to specific product functionality.

MMI

The products support multiple screens, which can contain combinations of synoptic diagrams and text.
They also support the concept of a "generic” graphical object with links to process variables. Thes
objects can be "dragged and dropped” from a library and included into a synoptic diagram.

4 floor Faculty of Engineering Cairo University accvlab@gmail.com |www.acc-vlab.cu.edu.eg
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Most of the SCADA products that were evaluated decompose the process in "atomic” parameters (e.q. &
power supply current, its maximum value, its on/off status, etc.) to which a Tag-name is associated. The
Tag-names used to link graphical objects to devices can be edited as reguired. The products include :
library of standard graphical symbols, many of which would however not be applicable to the type o
applications encountered in the experimental physics community.

Standard windows editing facilities are provided: zooming, re-sizing, scrolling... On-line configuration an
customization of the MMI is possible for users with the appropriate privileges. Links can be create
between display pages to navigate from one view to another.

Trending ]

s all provide trending facilities and one can summarize the common capabilities as follows:

e the parameters to be trended in a specific chart can be predefined or defined on-line

e a chart may contain more than 8 trended parameters or pens and an unlimited number of charts cai
be displayed (restricted only by the readability)

» real-time and historical trending are possible, although generally not in the same chart

» historical trending is possible for any archived parameter

e zooming and scrolling functions are provided

e parameter values at the cursor position can be displayed

The trending feature is either provided as a separate module or as a graphical object (ActiveX), which can

then be embedded into a synoptic display. XY and other statistical analysis plots are generally no
provided.

|E_Iarm Handling’ |

Alarm handling is based on limit and status checking and performed in the data servers. More
complicated expressions (using arithmetic or logical expressions) can be developed by creating derived
parameters on which status or limit checking is then performed. The alarms are logically handled
centrally, i.e., the information only exists in one place and all users see the same status (e.g., the
acknowledgement), and multiple alarm priority levels (in general many more than 3 such levels) are
supported.

It is generally possible to group alarms and to handle these as an entity (typically filtering on group or
acknowledgement of all alarms in a group). Furthermore, it is possible to suppress alarms either
individually or as a complete group. The filtering of alarms seen on the alarm page or when viewing the
alarm log is also possible at least on priority, time and group. However, relationships between alarms
cannot generally be defined in a straightforward manner. E-mails can be generated or predefined actions
automatically executed in response to alarm conditions.

|Logginngrchivin§|
e terms logging and archiving are often used to describe the same facility. However, logging can be
thought of as medium-term storage of data on disk, whereas archiving is long-term storage of data

gither on disk or on another permanent storage medium. Logging is typically performed on a cyclic basis,
i.e., once a certain file size, time period or number of points is reached the data is overwritten. Logging of
data can be performed at a set frequency, or only initiated if the value changes or when a specific
predefined event occurs. Logged data can be transferred to an archive once the log is full. The logged
data is time-stamped and can be filtered when viewed by a user. The logging of user actions is in general
performed together with either a user ID or station ID. There is often also a VCR facility to play back
archived data.

|[Report Generation|

One can produce reports using SQL type queries to the archive, RTDB or logs. Although it is sometimes
possible to embed EXCEL charts in the report, a "cut and paste” capability is in general not provided.
Facilities exist to be able to automatically generate, print and archive reports.

Automation

The majority of the products allow actions to be automatically triggered by events. A scripting language
provided by the SCADA products allows these actions to be defined. In general, one can load a particular
display, send an Email, run a user defined application or script and write to the RTDB.

The concept of recipes is supported, whereby a particular system configuration can be saved to a file and
then re-loaded at a later date.

Sequencing is also supported whereby, as the name indicates, it is possible to execute a more complex
sequence of actions on one or more devices. Sequences may also react to external events.
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. | 3. Agglication Develogment |
Configuration

The development of the applications is typically done in two stages. First the process parameters and
associated information (e.g. relating to alarm conditions) are defined through some sort of parameter
definition template and then the graphics, including trending and alarm displays are developed, and
linked where appropriate to the process parameters. The products also provide an ASCII Export/Import
facility for the configuration data (parameter definitions), which enables large numbers of parameters to
be configured in a more efficient manner using an external editor such as Excel and then importing the
data into the configuration database.

However, many of the PC tools now have a Windows Explorer type development studio. The developer
then works with a number of folders, which each contains a different aspect of the configuration,
including the graphics.

The facilities provided by the products for configuring very large numbers of parameters are not very
strong. However, this has not really been an issue so far for most of the products to-date, as large
applications are typically about 50k I/0 points and database population from within an ASCII editor such
as Excel is still a workable option.

Online modifications to the configuration database and the graphics are generally possible with the
appropriate level of privileges.

[Development Tools |

The following development tools are provided as standard:

e Graphics Editor, with standard drawing facilities including freehand, lines, squares circles, etc. It is
possible to import pictures in many formats as well as using predefined symbeols including e.g. trending
charts, etc. A library of generic symbols is provided that can be linked dynamically to wariables ana
animated as they change. It is also possible to create links between views so as to ease navigation at
run-time.

e Database Configuration Tool (usually through parameter templates). It is in general possible to export
data in ASCII files so as to be edited through an ASCII editor or Excel.

e Scripting Language

e Application Program Interface (API) supporting C, C++, VB

e Driver Development Toolkit to develop drivers for hardware that is not supported by the SCADZA
product.

Object Handling

The products in general have the concept of graphical object classes, which support inheritance. In
addition, some of the products have the concept of an object within the configuration database. In
general the products do not handle objects, but rather handle individual parameters, e.g., alarms are
defined for parameters, logging is performed on parameters, and control actions are performed on
parameters. The support of objects is therefore fairly superficial.

SCADA vendors release one major version and one to two additional minor versions once per year. These
products ewvolve thus wvery rapidly so as to take advantage of new market opportunities, to meet new
requirements of their customers and to take advantage of new technologies.

As was already mentioned, most of the SCADA products that were evaluated decompose the process in
"atomic" parameters to which a Tag-name is associated. This is impractical in the case of very large
processes when wery large sets of Tags need to be configured. As the industrial applications are
increasing in size, new SCADA wversions are now being designed to handle devices and even entire
systems as full entities (classes) that encapsulate all their specific attributes and functionality. In
addition, they will also support multi-team development.

As far as new technologies are concerned, the SCADA products are now adopting:

e Web technology, ActiveX, Java, etc.

e OPC as a means for communicating intemally between the client and server modules. It should thus
be possible to connect OPC compliant third party modules to that SCADA product.

5. Engineering|

Whilst one should rightly anticipate significant development and maintenance savings by adopting a
SCADA product for the implementation of a control system, it does not mean a "no effort" operation. The
need for proper engineering can not be sufficiently emphasized to reduce development effort and to
reach a system that complies with the requirements, that is economical in development and
maintenance and that is reliable and robust. Examples of engineering activities specific to the use of a
SCADA system are the definition of:

o A library of objects (PLC, device, subsystem) complete with standard object behavior (script,
sequences, ...}, graphical interface and associated scripts for animation

# Templates for different types of "panels”, e.g. alarms

» Instructions on how to control e.g. a device ...

# A mechanism to prevent conflicting controls (if not provided with the SCADA)

» Alarm levels, behavior to be adopted in case of specific alarms, ...
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[Iwvensys - Wonderware J Intouch
InTowch (& 9.0 software Wit SmartSymbols amnd the
IOSetRemoteReferences script function enables wusers to guickly
and =sasily create and deploy graphical representations of real-time
industrial process applications that connect to InTouch tag servers,
ArchestrfE Object Templates ir Wondernware's Industrial
Application Server and [,/O Servers.

Withh SmartSymbols, users can very easily create graphic templates
that can be wused throughout the entire application. Users can
create a graphical object once, attach animations and then sawve
that object as a SmartSymbol. Users can also create standard
libraries of SmartSymbols that adhere to their company's standards
for color and animation, resultilg in graphics that conforon to
existing practices without requiring a great deal of administration
and mMmanagement. These libraries of SmartSymbols can be exported
and imported into other InTouch applications resulting in standards
for graphics that can be easily implemented throughout an entire
organization. Dewveloping entire InTouch HMI applications becomes
as simple as choosing the SmartSymbol graphic fromm the library

manager, selectin the instance reference and dro ir it imbto a

il 9 PRing Wonderware- Intouch
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[ EE Fanuc - Intellution / IFIZ |

Proficy HMI/SCADA - IFIX is a powertful Client/Server based
HMI/SCADA solution that provides process wvisualization, data
acquisition and supervisory control over manufacturing and
production processes. Proficy HMI/SCADA - IFIX gives Operators and
Process Engineers the power and security to precisely monitor and
control every aspect of their process, equipment and resources. The
result is a faster response to production issues, with improwved
quality, reduced waste, faster time-to-market and increased
profitability.
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